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1. O01mue mo10:xkeHHUS.

1.1. Hacrosmee Ilonoxenue  pa3paboTtaHo B  pa3pabOTaHO B COOTBETCTBUU C
@OenepanbHbiM 3ak0HOM OT 27.07.2006 Nel49-®3 (pen. ot ot 14.07.2022 Ne 325-03) «O6
nHpopManuu, WHPOPMAIMOHHBIX TEXHOJOTHAX M O 3ammre wHhopManum», DenepaabHbBIM
3akoHOM 0T 27.07.2006 Nel52-@3 (pen. ot ot 14.07.2022 r. Ne 266-®3) «O mnepcoHanbHbBIX
naHHbix», [locranoBienuem IlpaBurensctBa P® ot 01.11.2012 Nelll9 «OO0 yTBepkaeHUH
TpeOOBaHUI K 3alllUTe NEPCOHANbHBIX JAaHHBIX HpU HMX 00paboTke B HHGPOPMALMOHHBIX
CUCTEMax NMEepCOHAIbHBIX NaHHBIX», [Ipukazom [Noctexxomuccuu Poccun ot 30.08.2002 Ne282
«CrnenunanbHbple TpeOOBaHUS W PEKOMEHAALMHU 10 TEXHUYECKOM 3alluTe KOH(HIECHIHAIbHON
MHPOpPMALUKy TOCYNAapCTBEHHAs TeXHWYecKas komuccus», [Ipukazom PCTIK Poccum ot
18.02.2013 Ne21 (pen. ot 23.03.2017) «OG yrtBepxxknenun CocTaBa M COAEPIKAHMS
OpPraHMU3alMOHHBIX U TEXHUYECKUX MEp MO 00eCreYeHHI0 0e30MacHOCTH NEPCOHATBHBIX JaHHBIX
npu uX 00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX NMEPCOHATBHBIX JTaHHBIX)

1.2. [Tonoxxenue perynupyer TMOJIATUKY MyHHLIMTIATBHOTO OIOIKETHOTO
obmmeoOpa3zoBatensHoro Illkonel ropoma KoBpoBa «Cpennsis ob6meoOpazoBaTenbHast HIKOJA
No23 umenu I'epos Coerckoro Coroza Jmutpust ®Eénoposuua Ycrunosa» (nanee — llkona) mo
6e3onmacHOCTH MH(OPMAIMOHHBIX M KOMMYHHUKAIIMOHHBIX PECYpPCOB M TEXHOJIOTUH U OOLIMiA
MOpAOK  OOpamieHusi ¢ JOKYMEHTaMH, COJAEpXKallluMU  CIIy>)KeOHyr0  MH(OpMaIuio
OrPaHUYEHHOT'0 PACHPOCTPAHEHUS U yCTaHABINBAET:

- OOBEKTHI 3amuTHl WHPOpPMAIMM U CYOBEKTHI JOCTyma K HH()OpMaIiu
UH(QOPMALIMOHHBIX CUCTEM U PECYPCOB;

- OCHOBHBIC YTpo3bl HH(YOPMANMOHHON Oe3omacHocTH (nayiee — MHpopManmonHas
6e3onacHocTh) [1IkobI;

- OCHOBHBIE NMPUHIIUTIBI IOCTPOCHUSI CUCTEMBI 3alUThl HHpopMarmu kot

- Mepbl, METOJbl U cpelacTBa obecrieueHus: MHpopmanoHHON 0e30macHOCTH B
[IIxoure.

1.3. Hacrosiiee [lonoxxenue pazpaboTaHo C 11€IbI0 YCTAHOBJICHUS HAJIEXKAIIETO MOpsIKa
paboThI M co3manne 0e30MacHBIX YCIOBUH sl 00ydaromuxcs U coTpyJHuKoB 1Ikoiel, a Tak xe
UCKJIIOUEHHs] BO3MOXKHOCTH TIPOHUKHOBEHHUS IIOCTOPOHHUX JIMI, BBIHOCA MAaTepHaIbHBIX
LIEHHOCTEHN, UHBIX HapYIIEHUI 00IEeCTBEHHOr0 MOpsiIKa.

1.4. Jannoe Ilomoxxenue pasmemiaercs Ha odunmanbHoMm caiite MBOY COLI Ne 23 B
MH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHOHN ceTn « THTepHeT».

2. O0beKTDl, NoAJaeKaNue 3alIuTe.

2.1. B VYupexnenun oOpabarbiBaeTcs uHGOpMAIMsa, colaepiKamias  CBEACHUS
OrpaHUYEHHOTO pachpocTpaHeHus (ciyxeOHas wuH(oOpMaIus, NepCOHANbHBIE JaHHBIE), U
OTKPBIThIE CBEACHHUA. 3alUTe MojAexKar Bce HHpopManuonuele cuctemsl LIIKombl, HE3aBUCUMO
OT UX MECTOHAXOXICHUS, YHCIsIuecs Ha OyxrantepckoM yuere LLIkobl.

2.2. OcHOBHBIE OOBEKTHI, MOJICIKAIIME 3ALINTE:

- uH(pOpPMAIMOHHBIE CUCTEMBbI MEPCOHANBHBIX AaHHBIX (manee — MCII[IH), a Taxke
OTKpbITas (001menoCcTymHas) nHpopManus, Heooxoaumas s padotel [1IKosbI, HE3aBUCHMO OT
(dbopMBI U BHJIA €€ TIPECTABICHNUS;

- mporecchl 00paboTku uHGopManmuu B UHPOpMaMOHHBIX cuctemax llIkoisl,
MH(POPMALIMOHHBIE TEXHOJOTHH, PErJIAaMEHThl W Hpoueaypsl cOopa, oOpabOTKH, XpaHEHUS M
nepenayu uHGopmanuu;

- uHpopMalMOHHAass MH(PACTPYKTypa, BKIIOYAIOIIAs CHUCTEMbl 00pabOTKM M aHaimu3a
uHboOpMallMy, TEXHUYECKHe U NporpaMMHBIe cpeacTBa €€ o0paboTku, Tmepenadyud U
oTOOpaXeHHs, B TOM 4YHCIE KaHaIbl HMH()OPMAIIMOHHOIO OOMEHa M TEJIEKOMMYHHUKAIUH,
CUCTEMBI U CPECTBA 3aIlUThl HH(HOPMALIUH.



2.3. OcobeHHOCTH 00BEKTOB, MOIIEKAIINX 3AIIUTE:
- OObeMHCHUE B CIUHYK) CHUCTEMY OOJBIIOrO KOJMYECTBA TEXHHYCCKHX CPEICTB
00paboTKH U nepesadn HHGpopMaIum;
- HEOOXOIUMOCTh 00CCIIEYeHHUS HEMPEPHIBHOCTH (HyHKIIMOHUPOBaHuUs [1IK0IBI;
- BBICOKasi MHTECHCMBHOCTh WH(OPMAIIMOHHBIX TIOTOKOB;
- pa3HOOOpa3ue KaTeropui MmoIb30BaTeNCH.

3. Lenu u 3aga4u cucrembl odecniedeHnss HHGOPMALMOHHOI 0e301acCHOCTH.

3.1. CyObekthl pocTyna Kk wuHpOpManuu npu olecrieyeHMH HH(OPMAIIMOHHON
6e3onacHoctu LIIKobI ABISIOTCS:

- pabotHuku Illkonbl, yuyacTBylomMe B MH()OPMALMOHHOM OOMEHE B COOTBETCTBHU C
BO3JIO’KEHHBIMU Ha HUX JOJDKHOCTHBIMU OOS3aHHOCTSIMU;

- (usHnueckue auIa, CBEIEHU O KOTOPBIX HAKAIIMBAIOTCSA, XPAHATCS U 00padaThIBAIOTCS B
nHpopMannoHHbIx cucremax Llkomnsl (B coorBeTcTBHU cO cT.14 denepanbHOro 3aKoHa
ot 27.07.2006 Nel152-®3 «O nepcoHaIbHbIX JaHHBIX);

- COTPpYOHUKHM BHEIIHUX OpraHu3aliii, 3aHUMAIOIIUXCS pa3pabOTKOM, IOCTaBKOM,
PEMOHTOM M 00CITy’)KMBaHUEM 000pYy10BaHUS WX UHPOPMALIMOHHBIX CUCTEM.

3.2. [TepeunciaeHHBIM CyOBEKTaM JIOCTYIA K HHPOPMAITUU HEOOXOAUMO 00ECIICUNTh:

- CBOEBPEMEHHOCTb JOCTYIA K HEOOXOIUMOMN UM HH(pOpMaLnu (€€ JOCTYIHOCTb);

- JIOCTOBEPHOCTH (ITOIHOTY, TOYHOCTD, aKTYaIbHOCTD, IIEJIOCTHOCTH) HH(POPMALINH;

- KOH(UAECHIHMAIBHOCTh (COXpaHEHHE B TailHE) ONpeleNeHHONM dYacTu WHGopMaluy,
3alIUTy OT HABS3BIBAHHS JIOKHOH (HETOCTOBEPHOM, NCKKEHHON ) HH(OPMAIIHH;

- BO3MOXXHOCTb OCYIIECTBJICHUSI KOHTPOJS M YIpPaBJICHHUs MpoleccaMu o0paboTKH U
nepenay UHpopmanuy;

- 3aIMUTy MH(GOPMAILMK OT HE3aKOHHOTO PAacpOCTPAHEHHUS.

3.3. Lenpto 3amuThl UHPOPMALWHU, HA TOCTHIKEHHWE KOTOPOW HAIMPABJICHO HACTOSINIEE
[Tonoxenue, sIBIETCS 3alIUTa OT BO3MOXKHOTO HAHECEHUS! CyOBEKTOM J0CTyNa K MHPOpMaLuu
MaTEepHaIIbHOTO, (PU3MYECKOT0, MOPAIBLHOTO MM MHOTO yIiepOa MOCPEICTBOM CIIyYaifHOTO TN
NPEeJHAMEPEHHOr0 BO3/EHCTBHS Ha HMH(OPMAIUIO, €€ HOCUTENIH, MpOoLecchl 00paboTKU U
neperaud. YKasaHHas Lenb JOCTUTAeTCsd IOCPEACTBOM OOECHeYeHHsT U IMOCTOSHHOTO
NOJIepP)KaHus CIEYIOINX CBOMCTB HHPOPMALIUK:

- IOCTYIMTHOCTH WH(OpPMALUU IJIsi aBTOPH30BAHHBIX CYOBEKTOB JOCTyMa (YyCTOWYHBOTO
(YHKIIMOHUPOBAHUS CUCTEMBI, NPH KOTOPOM aBTOPHU30BAaHHbIE CYOBEKTHI JOCTyIa HMEIOT
BO3MOKHOCTb ITOJTy9eHHsI HeOOXOAMMOM HH(pOpMAIIHN);

- LIEJIOCTHOCTU U ayTEeHTHYHOCTH (HOATBEP)KICHUE aBTOPCTBA) MH(OpMAIK, XpaHUMON U
obpabateiBaeMoii B cuctemax LLIkobl u mepeaaBaeMoii o KaHaiaM CBSI3H;

- KOHQHUJIEHIIMAJIBHOCTH — COXpPAHEHUs B TallHE ONpeAeNeHHOW 4YacTH HH(OpMaIuH,
XpaHUMOM, oOpabaTbiBaeMOW M TiepeAaaBaeMoOil Mo KaHamaMm cBsi3u. HeoOxonuMmelit ypoBeHB
JOCTYIHOCTH, LIEJIOCTHOCTH U KOH(QHUAECHIIMATLHOCTH MH(DOpMaIuK o0ecreunBaeTcsi MeTo1aMu
U CPEICTBAaMH, COOTBETCTBYIOIIMMH MHOKECTBY 3HAUMMBIX YIPO3.

3.4. OcHOBHBIE 33/1a4M CUCTEMBbI oOecrieueHHss MH(pOpMaALMOHHON Oe3omacHocTH. [lns
JIOCTIDKEHHSI OCHOBHOM II€MM 3aIIUTHl M OOECTIeYeHMs YKa3aHHBIX CBOHCTB HWH(OpMAaLUU
cucreMa UH(OpMaIMOHHAs: 6€30MacHOCTh JI0JKHA 00eCTIeYrBaTh PELICHNE CIEAYIONINX 3a/1a4:

- CBOEBPEMEHHOE BBIBIIEHHE, OILIEHKAa ¥ MPOrHO3UPOBAHME MCTOYHHUKOB YIpO3
MH(POPMALIMOHHON 0€30MaCHOCTH, MPUYMH M YCIOBHUH, CIIOCOOCTBYIOIMX HaHECEHHIO yiepOa
cyObekTaM HWH(OPMAIMOHHBIX OTHONICHWH, HapyIICHHUI0 HOPMAaJbHOTO (YHKIMOHUPOBAHUS
cHCTeM;

- CO3JaHHME MEXaHHW3Ma OINEpPaTUBHOIO pEarupoBaHUs Ha yrpo3bl 0Oe€30MacHOCTU
uHbOopMaIuy;

- CO3/JaHME€ YCJIOBMHM [ MMHHMMH3ALMM U JIOKaJW3allud HaHOCUMOro yiepOa
HEMPaBOMEPHBIMH JAECUCTBUAMU (U3UUECKUX M IOPUIUYECKUX JIUL, OCIa0JIeHHUEe HEraTUBHOI'O
BJIMSTHUSL ¥ TUKBUAALINS TIOCIIEICTBUIA HApyIIeHUs 0€30MacHOCTH HH(OPMAIIHH;



- 3amUTy OT BMEMNIaTelIbCTBA B IMpolecc (QYHKIHOHUpOBaHUs cucteM llIkomsr
MOCTOPOHHUX JUIl (AOCTYyn K WH(POPMAIMOHHBIM pecypcam JOKHBI HUMETh TOJBKO
3aperuCTPUPOBAHHBIC B YCTAHOBICHHOM TMOPSAKE TOJIH30BATEINN);

- pasrpaHWYCHHME JOCTyla ToJb30BaTeled K HWHGOPMAIIMOHHBIM, AamapaTHBIM,
MpOrpaMMHBIM M HHBIM pecypcam - oOecledeHHe J0CTyma TOJIbKO K TeM pecypcam u
BBITIOJIHEHHSI TOJBKO TEX OMepaluid C HUMH, KOTOPhIE HEOOXOIUMBI KOHKPETHBIM
MOJIB30BATEISIM JIJISl BBITIOJTHEHUSI CBOMX CITYKEOHBIX 00s13aHHOCTEH;

- obecrnieueHHe ayTEHTH(HKAIIMK TOJI30BATENICH, YYaCTBYIOIIMX B HH(POPMAIMOHHOM
oOMeHe (MOATBEePkACHNE TTOITTMHHOCTH OTIPABUTENS U MOTydaTens HHPOpMaIum);

- 3aUTy OT HECAaHKIMOHWPOBAHHOM MOAM(PUKAIIMK WCIOJB3yeMBIX B CHCTEMax
MPOrPaMMHBIX CPEJCTB, a TakKe 3allUTy CHUCTeM OT BHEAPEHHsS HECAaHKIIMOHUPOBAHHBIX
MporpamM, BKIII0OYast KOMITBIOTEPHBIC BUPYCHI;

- 3aIIUTy WHPOPMAIMK OT YTEUKH 10 TEXHUYECKUM KaHalaM MpHU ee 00paboTKe, XpaHEHUU
Y TIepeaye Mo KaHajaM CBSI3H.

3.5. OcHOBHBIE MyTH pEIICHUS 3a/1a4 CUCTeMbl MHPOpMAIMOHHOM Oe3omacHocTr  [1IKOMEL.
OcHoBHBIE TIeTU OoOecTieueHus] WH(POPMAIMOHHOW O€30MacCHOCTH W PEUICHUE TEePEUUCICHHBIX
BBIIIE 33714 JIOCTUTAIOTCS:

- Y4ETOM BCEX IMOUICKANTUX 3aITUTe HHPOPMAIIMOHHBIX cucTeM [IKobI;

- yuéToM JIeHCTBHI MepcoHana, OCYIIECTBISIONIETO OOCIYXHBaHHE W MOJIU(PUKAIIUIO
MPOTPaAaMMHBIX U TEXHUYECKUX CPEJICTB KOPITOPATUBHOM MHPOPMAITMOHHON CUCTEMBI,

- TIONHOTOHM, pEanbHOW BBIMOTHUMOCTHIO W  HEMPOTHBOPEUYUBOCTHIO TpeOOBaHUM
JIOKaJbHBIX HOpMaTuUBHBIX akToB Illkomel mo Bompocam oOecrieueHuss WHGOPMAITMOHHON
0C30I1aCHOCTH;

- IOJATOTOBKOW JTOJDKHOCTHBIX JIUI] (PAOOTHUKOB), OTBETCTBEHHBIX 32 OPTaHU3AIHIO

U OCYIIECTBJICHHE MPAKTUYSCKUX MEPONPUATUNA TO oOecrneueHu0 HHPOPMAIMOHHON
0C30ITacHOCTH;

- HaJIeJICHHEeM KaxJaoro paboTHuKa (rons3oBatens) [1Ikonpl MUHUMATBHO HEOOXOIUMBIMH
JUTSI BBITIOJIHEHHUSI UM CBOMX (DYHKIIMOHATBHBIX OOS3aHHOCTEH TMOJHOMOYUSMH IO JOCTYITy K
uH(popManmoHHBIM pecypcaM LIkomsr;

- YETKUM 3HAaHUEM U CTPOTHM COOJIIOJICHHEM BCEMHU TOJH30BATEISIMH WH(GOPMAIIMOHHBIX
cucteM IlIkonmel TpeOoBaHWI JOKANBHBIX HOpMAaTUBHBIX akToB Illkombl mo Bompocam
obecrieueHrss THPOPMAITMOHHOM 0€30TacHOCTH;

- TIEPCOHAILHOW OTBETCTBEHHOCTHIO 32 CBOM JCWUCTBUSA Ka)XJOro pabOTHUKA, B paMKax
cBoMX (YHKIIMOHAIBHBIX OOS3aHHOCTEH HMMEIOMIEro JOCTYyN K HH(POPMAIMOHHBIM pecypcam
IIxosr;

- HENPEpBHIBHBIM TOJIEP)KAaHUEM HEOOXOAMMOTO YpPOBHS 3alIWIICHHOCTH DJEMEHTOB
uH(pOopMaMOHHBIX cucTeM [1Ikoubr;

- MPUMEHEHHEM TIPOTPaMMHO-AIAPATHRIX CPEACTB 3aUTH HHGOPMAIH U HEMPEPHIBHOM
aJIMMHUACTPATUBHON MOJACPKKON UX UCTIOIH30BAHMUS;

- 9(¢exTUBHBIM KOHTpOJIEM HaJ COOJIOICHUEM TOJIH30BATEIAMU WHOOPMAITHOHHBIX
pecypcoB llIkonsr TpeboBanuil Mo obecnedueHno HHHOPMAIIMOHHON OE30TTaCHOCTH.

4. OcHoBHBIC YIpo3bl HHGOpManHOHHOI 6e3onacHocTH HIKoJbI.

4.1. CymiecTByeT /1Ba BUAa yrpo3 HHPOPMAIIMOHHON O€30MaCHOCTH:

- HCKYCCTBEHHBIE — YIPO3bl, BBI3BAHHBIE J€SITEIBHOCTHIO YENIOBEKa,

- CCTCCTBCHHBLIC — YI'PO3bl, BLI3BAHHBIC BO3HCﬁCTBHﬂMH Ha I/IH(l)OpMaHI/IOHHYIO CUCTEMY U
€€ JJIEMEHTbl OOBEKTUBHBIX (PU3MUECKUX MPOIECCOB TEXHOI'€HHOIO XapaKTepa WM CTUXUHHBIX
MIPUPOJHBIX SBJICHUN, HE 3aBUCALIUX OT YEJIOBEKa.

4.2. HaubGonee 3Ha4MMBIMM Yyrpo3amMu HH(popMalMOHHON Oe3onmacHocTH  IlIkouibl
(cmocobamu HaHeceHus yiepoa cyOobekTaM HHPOPMALIMOHHBIX OTHOIIEHU) SBIISIOTCS:

- HapylleHue (YHKIHMOHAJIBHOCTH KOMIIOHEHTOB MH(pOpManMoHHbIX cucteM IlIkoisl,
OnmokupoBaHre HH(GOpPMAIMH, HAPYIICHUE TEXHOJIOTHYECKHUX MPOIIECCOB, CPHIB CBOCBPEMEHHOTO
peleHus 3a1a4;



- HapylIeHHE LEJIOCTHOCTH (MCKaXXEHUE, IMOJMEHa, YHHYTOKEHHE) HH(POPMALMOHHBIX
pecypcos llIkoibl, a Takxke danbcudukamus (oaeIKa) JOKYMEHTOB;

- HapyIlIeHHe KOH(GUACHIIMATBLHOCTH (pa3rilalleHre, yTeuka) MepCoOHaIbHBIX TAaHHBIX.

4.3. OCHOBHBIE UCTOYHUKHU yTPpo3 HHPOpMaIoHHOH 6e3onmacHocTH LKombI:

- HempeaHaMepeHHbIe (OIMO0UHbIe, Cay4aiiHble, 0€3 3JI0r0 yMbICTIA U KOPBICTHBIX IIeJIei)
HapyLIeHUs YCTAaHOBJICHHBIX perjiaMeHToB cOopa, 00paboTKH U nepenadr HHPOpMaIiH, a TaKxKe
TpeGoBaHuil 6e30macHOCTH MHPOPMALIUHU U APYTHE JeHCTBUS MOJIb30BaTeNel HHPOPMAIIMOHHBIX
cuctreM Ilkonsl (B TOM uwnciae paOOTHUKOB, OTBEYAIOHIMX 3@ OOCITY)KHBaHUE H
aJIMMHHCTPUPOBAHHE 2JIEMEHTOB UH(POPMALIMOHHBIX CHUCTEM), IPUBOJALINE K
HENPOU3BOAUTEIBHBIM 3aTpaTaM BPEMEHH U PECYPCOB, Pa3IJIAIICHUIO0 CBEICHUN OIpaHUUYEHHOTO
pacrpocTpaHeHus, oTepe LIEHHOW HHpOopMaluu

- WY HApYIIEHUIO0 pabOTOCITOCOOHOCTH DJIEMEHTOB HH(POPMAIIMOHHBIX CUCTEM;

- IpeJHaMepeHHbIE (B KOPBICTHBIX LENAX, M0 MPUHYKACHUIO TPETHUMHU JIULIAMH, CO 3JIBIM
YMBICJIOM M T.N.) JEHCTBUS JIeTalbHO NOMYLICHHBIX K HMHQOpMAIMOHHBIM pecypcaM [Ikoss
nojbp3oBarened (B TOM  yMciae  paOOTHUKOB, OTBEYAIOIIMX 32  OOCIHy>XKMBaHHE U
aJIMMHHACTPUPOBAHUE D3JEMEHTOB HH(OPMALMOHHBIX CHCTEM), KOTOpble TMPUBOAIT K
HENPOU3BOAUTEIBHBIM 3aTpaTaM BPEMEHHU U PECYPCOB, PA3IJIAIICHUIO CBEICHNN OTPaHUYEHHOTO
pacnpocTpaHeHHs, IOTepe UEHHOW UWHGOpMalMu WIM HapyLIeHHI0 paboTOCMOCOOHOCTH
3JIeMEHTOB MH(OpMaIMOHHBIX cucTeM LIkousr;

- yaJeHHOE HECAaHKUHMOHHPOBAaHHOE BMEIIATEIbCTBO IMOCTOPOHHUX JIMI[ U3 BHELIHUX
cereil oOmero HasHadeHUs (TpexIe BCEro uepe3 ceThb VIHTepHET), uepe3 JerajbHble U
HECaHKIMOHUPOBAHHbIE KaHaJbl TMOAKIIOUYEHUS K TAaKUM CETSIM, HCIONb3ysl HEIOCTaTKH
NPOTOKOJIOB OOMEHa, CpEeACTB 3alllUThl M  PA3TPaHUYEHHUs YJAJIEHHOTO JOCTyma K
MH(OPMaLIMOHHBIM pecypcaM;

- OIIMOKH, JOMYIICHHBIE IPU Pa3pabOTKe 3JIeMEHTOB HH(POPMAIIMOHHBIX cucTeM LIIKomnb u
X CHCTEM 3allUThl, OMIMOKK B MPOrPaMMHOM OOECIEeYEHUH, OTKa3bl MU COOM TEXHHUYECKUX
CpeACTB (B TOM YHCIIE CPEJICTB 3aIUTHI HHPOPMALIUN);

- TeXHUYECKHe cOOU 3J1IeMEHTOB HH()OPMALIMOHHBIX CUCTEM.

4.4. Ilytu peanuzanuu yrpo3 uHpopMaoHHo# 6e3onacHoctu Ikobl.

4.4.1. Tlytu peanuzaluuu HENpeIHAMEPEHHBIX MCKYCCTBEHHBIX YIpo3 HH()OpPMaIMOHHOM
6e3onacHoctu LIkobI.

PaGotnuku  [konbl,  sgBIAIOIIKMECS  aBTOPU30BAaHHBIMU  CYOBEKTaMH  JOCTyNa
MH(POPMALIMOHHBIX CHUCTEM, a TaKke pPaOOTHHKH, OOCIIYy)KHUBAIOLIME OTACIbHBIC 3JIEMEHTHI
MH(OPMALIMOHHBIX CUCTEM, SIBJISIFOTCSI BHYTPEHHUMHU HCTOYHUKAMU CIIy4alHbBIX BO3JCHCTBHIA.

OCHOBHBIE ITyTH peaH3alii HENpPeAHAMEPEHHBIX UCKYCCTBEHHBIX (CYOBEKTUBHBIX) YIpO3
uHpopmanmoHHoi OezonacHocTd Ilkonbl (nedcTBuUS, coBeplIacMble JIIOJbMHU CIy4ailHO, IO
HE3HaHMIO, HEBHUMATEJIbHOCTU WJIM XaJIaTHOCTH, U3 JIIOOOMBITCTBA, HO 0€3 3JI0T0 YMBICTA):

- HEOCTOPOXHbIE JCHCTBHS, MPHUBOJALIME K YAaCTUYHOMY WJIM TOJHOMY HapyIIEHHUIO
(YHKIIMOHAJIBHOCTH 3JIEMEHTOB MH(POPMaIMOHHBIX cucTeM LIkousr,

- HEOCTOPO’KHbIE JEHCTBUS, MPUBOJSAIINE K pasrIallleHuI0 MHQOpMalMU OTpaHUYEHHOTO
pacrpoCcTpaHeHHs WK JeNatolne ee 00IIeJ0CTYITHOM;

- pasriamieHue, Iepenada WM yTpaTa aTpuOyTOB pasrpaHUyeHHs JAOCTymna (Kirodei
(JIoTMHOB), MapoJIeH, KIIFOYEBBIX HOCUTENEH U T. I1.);

- ITHOPUPOBAHUE YCTAHOBJIEHHBIX MPaBUJI NpU paboTe ¢ HHPOPMAIMOHHBIMH peCypcamu;

- TPOEKTHPOBAHUE alNTOPUTMOB OOpaOOTKM JaHHBIX, pa3paboTKa MPOrpaMMHOIO
o0ecnieyeHrss € BO3MOXKHOCTSIMM, MPEICTaBISIONIMMH ONAcCHOCTh i (YyHKIMOHUPOBAHMS
MH(POPMALIMOHHBIX CUCTEM U MHPOpMaLMOHHON Oe3omnacHocTH LIKombr;

- mepecbulka MHPOpPMAIMK 10 OUIMO0YHOMY 3JIEKTPOHHOMY ajpecy (yCTpOoWCTBa); BBOJ
OLIMOOYHBIX JAHHBIX;

- HEOCTOPOXHasl Mopya HocUuTeNne nHpopMalnu;

- HEOCTOPOXKHOE MOBPEkKACHUE KAaHAJIOB CBS3U;



- HEMpaBOMEpHOE OTKIIOYeHHE OOOpYy/IOBaHMS WIM H3MEHEHHE pPEeXUMOB pabOThI
3JIEMEHTOB HH(POPMAIIOHHBIX CUCTEM;

- 3apa)keHUE KOMIIBIOTEPOB BUPYCAMHU;

- HECaHKIMOHMPOBAHHBIA 3aIyCK TEXHOJOTMYECKHUX IpOrpamMM, CIOCOOHBIX BbBI3BAThH
MOTEPI0 PabOTOCIIOCOOHOCTH 3JEMEHTOB HMH()OPMAIIMOHHBIX CHUCTEM WM OCYIIECTBISIONINX
HeoOpaTUMble B HHUX H3MEHEHUs ((opMaTUpOBAHUE WU PECTPYKTYypU3ALMIO HOCHUTENEH
MH(pOPMaLINY, yAaJCHUE TaHHbBIX);

- HEKOMIIETEHTHOE UCMOJIb30BaHNE, HACTPOMKa MIIM HEMPAaBOMEPHOE OTKJIIOUEHUE CPE/ICTB
3aIUTHI.

4.4.2. Ilytu peanuzaluu NOpeIHAMEPEHHBIX HCKYCCTBEHHBIX (CYOBEKTHBHBIX) YIpo3
MH(POPMALIMOHHOM 0€30MacHOCTH.

OcHOBHbBIE BO3MOYXHbBIE€ IIyTH YMBIIIJIEHHON J€30praHu3aluy padoThl, BBIBOAA 3JIEMEHTOB
MH(POPMALIMOHHBIX CHCTEM M3 CTPOs,, HECAHKIMOHHMPOBAHHOTO JOCTyna K HH(opmanuu (c
KOPBICTHBIMU LEJISIMH):

- YMBIIUIEHHBIE ACUCTBHA, NPUBOIAIIME K YaCTUYHOMY WIM IIOJHOMY HapyIIEHHUIO
(GYHKIMOHAJIBHOCTH 3JIEMEHTOB HH(pOpMaMOHHBIX cucteM LIKobL;

- JefcTBUS MO Je30praHu3aiuu (GpyHKIIMOHUPOBaHUS WHPOPMALMOHHBIX cucTeM LlIKkomsl,
XMILEHUE DBJIEKTPOHHBIX JIOKYMEHTOB M HOcHUTeled WH(GOpMaluu; HECAaHKIIMOHUPOBAHHOE
KOIMPOBAHHUE JICKTPOHHBIX JIOKYMEHTOB U HOCUTEJeH nHpopMaluu;

- YMBILIUIEHHOE HCKa)keHHEe NH(GOpPMAIuK, BBOJI HEBEPHBIX JTAHHBIX;

- OTKJIOYCHHE WM BBIBOJ M3 CTPOS MOJACUCTEM o0ecredeHuss (YHKIMOHUPOBAHUS
3JIEMEHTOB MH()OPMAIIMOHHBIX CHCTEM (3JIEKTPONUTAHMS, OXJIAKICHUS U BEHTWIALUHY, JIMHUN U
anmnapaTypsl CBsI3H);

- IepexBat JaHHbIX, IEpPeJaBaeMbIX M0 KaHajaM CBSI3U U X aHAIU3;

- HE3aKOHHOE TMOJlyuyeHHe aTpuOyTOB pa3TpaHWYEHHUs JOCTyHa (UCHOJIb3YS XalaTHOCTh
MOJIB30BATENCH, MyTEM MOAICIKH, TOA00pa mapos);

- HECaHKLUMOHHUPOBAHHBI JOCTYNl K pecypcaM HH(OPMAIIMOHHBIX CHCTEM € pabodMx
CTaHIIUH aBTOPU30BAHHBIX CyOBEKTOB JOCTYIIA;

- XMILEHUE WIN BCKPBITHE NIM(DPOB KPUMTOZAIUTHI HHPOPMALIUY;

- BHEJpEHHE ammapaTHbIX M MPOTPaAaMMHBIX 3aKJIaJ0K C IEJbI0 CKPBITHO OCYIIECTBIISATH
JOCTYN K MH(OPMAIIMOHHBIM pecypcaM WU JIe30praHM3aluu (PYHKIMOHUPOBAHHS SJIEMEHTOB
nH(popMalmoHHbIX cucteM Ikounbr;

- HE3aKOHHOE MCIOJIb30BAHUE HJIEMEHTOB MH(POPMALMOHHBIX CHCTEM, HapylIaollee mpaBa
TPETHUX JIULL;

- TNpUMEHEHHE NOJCIHYIIUBAIOIINX YCTPOHUCTB, (OTO M BHACO ChEeMKa s
HECaHKIIMOHUPOBAHHOIO CheMa MH(POpMAaIIHH.

4.5. IlyTn peanu3anuy OCHOBHBIX €CTECTBEHHBIX YIpo3 HH()OpMAIIMOHHON 6€30MacHOCTH:

- BBIXOJ U3 CTPOsl 000py10oBaHUS HH()OPMALIMOHHBIX CUCTEM U 000PYJI0BaHUS OOECIECUEHHUs ero
(bYHKIIMOHUPOBAHUS;

- BBIXOJ] 3 CTPOSI UJIM HEBO3MOYKHOCTh MCIIOJIb30BaHUS JIMHUN CBS3H;

- IO’Kapbl U CTUXHUIHbIE OeICTBUSL.

4.6. Monenp BO3MOXHBIX HapyIIATEEH.

4.6.1. Tunbl HapyIINUTENEH:

C ydeToMm KaTeropuu JIMll, MOTUBALIMH, KBaTU(PUKALIUU, HATUYUS CIIEHUATbHBIX CPE/ICTB:

HexommeTeHTHBI (HEBHUMATENbHBIN) moJb30BaTenb — paboTHuk  Ilkonmer (wmu
noJipa3fiefieHusl BHEIIHEW OpraHu3alliy, 3aHHMarolleicss oOCiIyKUBaHHEM HH(OPMALMOHHBIX
cucreM L1IKkombl), MpeIIPUHUMAIONINI MONBITKY BBIITOJHEHUS 3allPELICHHBIX AEHCTBHM, JOCTyNa
K 3alUIaeMblM pecypcaM HH(GOPMAIMOHHBIX CHCTEM C MPEBBILICHHMEM CBOHMX IOJTHOMOYUH,
BBO/Ia HEKOPPEKTHBIX JIaHHBIX, HAPYIICHHUS MPaBUJI M PErJIaMEHTOB PaboOThl ¢ MH(OpMaIuei,
NeMCTBYs MO OIMMOKE, HEKOMIIETEHTHOCTH WJIM XaJaTHOCTH 0€3 yMbICIa U UCTONb3YIOMUNA TpH
9TOM TOJIBKO IITaTHBIE CPENICTBA;



JIrobutens — pabotHuk  llkonbl (MM mojapa3feseHHs BHEIIHEH OpraHu3ali,

3aHUMarolIeics 00cTy)KUBaHeM UHPOpMAIMOHHBIX cucTeM LlIKombl), mbITaomuiics HApYIIUTh
CHCTEMY 3alHUThl 0€3 KOPHICTHBIX I€JIeH, YMBICIIA WU JIJIs1 CAMOYTBEPIKICHHSL.
[Ipn 3TOM HCHONB3YIOTCA Ppa3IUYHbIE METOJbI TOJYYEHHUS JOMOJHUTENbHBIX MOJTHOMOYMMA
JOCTyTa K pecypcaM, HEJOCTaTKU B MIOCTPOEHUHU CUCTEMBI 3aLUTHI U JOCTYIIHbIE €My IITATHBIE
cpeacTBa (HECAaHKIIMOHUPOBAHHBIE AEUCTBUS MOCPEICTBOM IPEBBIIIEHNUS CBOUX MOJTHOMOYHM Ha
HCIIOJIb30BAaHUE PAa3pPELICHHBIX CPE/ICTB), HEIUTATHbIE MHCTPYMEHTAIbHBIE U TEXHOJOTUYECKHE
MIPOrpaMMHBIE CpEACTBa, CaMOCTOSITENbHO pa3padOTaHHbIE NPOTpamMMbl WM CTaHJAPTHBIE
JIOTIOJIHUTENIBHBIE TEXHUYECKHE CPE/ICTBA.

BHyTpeHHuil (BHEHIHMI) 3JIOYMBIIUIEHHUK - AaBTOPU30BaHHBIH CyOBEKT JOCTyIa
(mocTopoHHEE JHII0) JEHCTBYIONIMN 1I€JICHANPABICHHO (B TOM YMCJE B CTOBOpE C JUIAMHU, HE
spisomuMucs padotHukamu Illkosnsr). [lpyu 3ToM HMCnonb3yroTCs METOABI M CPEACTBA B3JIOMa
CHCTEMBI 3alllUThI, BKJIIOYasi areHTYpPHBIE METO/bI, TACCUBHBIE CPEJICTBA (TEXHUYECKHUE CPEJICTBA
nepexBara), METO/bl U CPEJICTBA AKTUBHOTO BO3JEHCTBUS (MOauUKaLUs TEXHUUECKUX CPECTB,
MOJKIIOUEHUE K KaHaJlaM [epelaud JaHHbIX, BHEAPEHHE NPOrPaMMHBIX 3aKJIAaJOK U
HCIIOJIb30BAaHUE CIIEHUATbHBIX WHCTPYMEHTAJIBHBIX M TEXHOJIOIMYECKUX IMPOTpaMM), a TaKxKe
KOMOWHAIMK BO3ACUCTBUM, KaK U3HYTPH, Tak U u3BHE LIIKOIIBI.

4.6.2. BHyTpeHHHE HAPYIIUTEIN:

BHyTpeHHUM HapyIIuTeneM MOXKET OBITh JIULO U3 CIAEAYIOMNX KaTeropuii paboTHUKOB
[komsr:

- 3aperucTPUpPOBAHHBIC TIOJI30BATENM W MEPCOHAN, OOCITY)KMBAIOLIMH TEXHHUUYECKHUE
cpencTBa HHPopMaMOHHBIX cucteM LLIkosr;

- pabOTHHKM, B TOM 4YHCIE DPYKOBOJHUTEIM, HE SBISIONIMECS 3aperucTpUPOBAHHBIMU
MOJIb30BAaTEISIMM U HE JOMYIIEeHHble K MH(pOpMaluuoHHBIM pecypcam lllkonbl, HO uMmeromIye
JOCTYTI B 3/1aHUS U TIOMELIECHMS,

- pabOTHHKH, B TOM 4YHCIE pPYKOBOJIWUTENH, 3aJeiCTBOBaHHbIE B pa3paboOTke U
COIIPOBOKIACHUH MPOTPAMMHOT0 00ECTICYESHHUSI.

4.6.3. BHeniHre HApYIIUTEIN:

BHemHuM HapymmTeneM MOXKeT OBITh JTUIO U3 CIEAYIOMINUX KaTeropuid:

- paboTtHuku 11IK0BI, C KOTOPBIMU MPEKpaIleH (PacTOPTHYT) TPYIOBOU JOTOBODP;

- TpEeACTAaBUTENN BHEIIHUX OpraHU3alMi, 3aHMMAIOLIMXCS pa3pabdOTKOH, MOCTaBKOH,
PEMOHTOM M 00CTY>KHBAHUEM 3JIEMEHTOB HH()OPMALIMOHHBIX CHCTEM;

- WIEHBI PECTYIHBIX OpraHU3alMi Ui JINLA, IEHCTBYIOIINE 10 UX 331aHHUIO;

- ML, CAy4YyallHO WJIM YMBIIUIEHHO MPOHUKIINE B JOKAJIbHYIO BBIYMCIUTEIBHYIO CETh
[IIxomB! N3 BHETHUX TEJIEKOMMYHHUKAIMOHHBIX CETEN (XaKepbl);

- aJMUHHCTPATOPhl aBTOMATU3UPOBaHHBIX cucTeM LIIKoJbl, MMerole HeorpaHuYEeHHBINH
JIOCTYN K WHGOPMAIMOHHBIM pecypcaM KOMIIOHEHTOB KOPHOPAaTUBHOM HH(MOpMAIMOHHOMN
CUCTEMbI. ATMUHHUCTPATOPbl aBTOMAaTU3UPOBAHHBIX CUCTEM MOTYT OTHOCHUTHCSI KaK K BHEIIHHUM,
TaK U K BHyTPEHHUM HapyIIUTEISAM.

4.7. Yteuka uHpoOpMalMy MO TEXHUYECKUM KaHajiaM IpPU MPOBEIECHUU MEPONPUITUHA U
IKCIUTyaTalliM TEXHUUYECKHUX CPEACTB YCTAHABIMBAIOTCA CIEIYIOIIME KaHalbl YTE€UKH WIN
HapyIIeHUsS TEJIOCTHOCTH WH(GOpPMAIMU, HapyIIeHUs PabOTOCIOCOOHOCTH TEXHUYECKHUX
CPEICTB:

- MOOOYHbIE 3JEKTPOMArHUTHBIE M3ITyYeHUS MHPOPMATHUBHOIO CUTHAja OT TEXHHYECKHUX
cpeacts Lkoubl 1 TMHUHA nepenaun HHGOpMaIy;

- HaBOJKM HH(OPMATUBHOTO CHTHajia, 00pabaTbIBa€MOro TEXHUYECKHMMH CpeACTBAMHU
JIOKAJIbHOM BbIYMCIAUTENBHON ceTu Illkosibl, HA MpoBoJa M JIMHUHU, BBIXOIALIME 33 IPEIEIIbI
KOHTpoiupyeMoi 30Hb!I LIIKOIBI, B T.4. HAa LENHU 3a3eMJICHUS U AJIEKTPONUTAHMUS;

- OJIGKTPUYECKHE CHUTHAJbl WM PpaJUOM3IIyueHHs, OOYCIIOBIEHHBIC BO3/EHCTBHEM Ha
cpeacTBa mepefauyd MHGOpPMALMU BBICOKOYACTOTHBIX CHUTHAJIOB, CO3/IaBa€MbIX C TOMOIIBIO
pa3BeAbIBaTEeILHON ammapaTypbl, Mo 3Qupy M MpoBoJaM, JHUOO CHUTHAJIOB MPOMBIIIIICHHBIX



PaIMOTEXHUYECKUX YCTPOUCTB (paJuOBeIIaTeIbHbIC, PAAHOIOKAIIMOHHBIC CTAHIIMH, CPEICTBA
PaIUOCBSI3H | T.I1.), © MOJTYJISAIINEH HX

WH(OPMATUBHBIM CUTHAJIOM;

- AaKyCTH4YC€CKOC H3JTYy4YCHUC I/IH(l)OpMaTI/IBHOFO pE€UYeBOro CurhHaja HWJIM CHUI'HaJIa,
00yCIOBICHHOTO ()YHKIITMOHUPOBAHUEM TEXHUYECKUX CPEACTB 00pabOTKH MH(DOPMALINH;

- DJIGKTPUYECKHE  CHTHAJBI,  BO3HHUKAIOMIME  MOCPEACTBOM  mpeoOpa3oBaHUs
WH(GOPMATUBHOTO CHTHala M3 aKyCTUYECKOTO B DIIEKTPUYECKH 3a cueT MHUKPO(OHHOTO
s dexTa u pacmpoCTpaHsIONTUECS TTO0 TPOBOAM U JIMHHUSIM Tiepeiadil HHGOpMAIIIH;

- BUOpAllMOHHBIE  CHUTHAJbl,  BO3HHUKAIOIIME  TIOCPEACTBOM  MpeoOpa3oBaHUs
MH(GOPMATUBHOTO AaKyCTHYECKOIO CHUTHaja TMpU BO3JEHCTBUM €ro Ha CTPOUTENIbHbIE
KOHCTPYKIIMU U HMH)KEHEPHO-TEXHUYECKIE KOMMYHHUKAIIUHU BBIICJICHHBIX TOMEIICHU;

- BO3JCHUCTBHE HA TEXHUYECKHWE WIM IPOTPAMMHBIE CpPEICTBA B LENSAX HapYLICHUA
[ETOCTHOCTH (YHMUYTOXKEHUS, UCKaxeHHs) HHpopMamnuu, padoTOCTIOCOOHOCTH TEXHHUECKHX
CPEJICTB, CPEJICTB 3aIMThl HH()OPMAIMH, aIPECHOCTH W CBOCBPEMEHHOCTH HH(OPMAIIMOHHOTO
oOMeHa, B TOM 4YHUCIIe JIJIEKTPOMArHUTHOE, Yepe3 CIeNUaIbHO BHEIPEHHBIC JIIEKTPOHHBIC H
MIPOTrpaMMHBIE CPENICTBA («3aKIIAIKI»);

- mepexBaT MH(OpPMAaMKU WIM BO3JCUCTBHE HAa HEE C HCIOJB30BAHMEM TEXHUYECKUX
CPEJICTB MOXET BECTHUCh HEIOCPEJCTBEHHO W3 3J]aHHH, PACIIONIOKCHHBIX B HETMOCPEICTBEHHOM
Omu30CcTH OT O00BEKTa, MECT BPEMEHHOTO NpPEOBbIBaHMs, 3aMHTEPECOBAHHBIX B TIepeXBaTe
I/IH(i)OpMaHI/II/I NI BOSHGﬁCTBHH Ha HCC JIMI IMPU IMOCCIICHNHU UMU U_IKOJ'IBI, a TaKX€ C ITIOMOIIIBIO
CKPBITHO YCTaHABIMBA€MOI aBTOHOMHOW aBTOMATUYECKOM anmaparypel.

5. OcHOBHBIE IPHMHIMIBI NOCTPOEHHS] CHCTeMbI 3aIMThI HH(POPMALUH.

[TocTpoenue cucrembl 3anmuThl nHGopManuu Ikonbl 1 ee GYHKIHMOHUPOBAHUE IOJIKHBI
OCYIIECTBJISTHCSA B COOTBETCTBUU CO CJIECIYIOUIMMUA OCHOBHBIMH MPUHIIUIIAMH:

5.1. 3aKOHHOCTb.

[Ipenmonaraer oCyIecTBICHUE 3AIIUTHBIX MEPOTIPUATUI U Pa3pabOTKy CUCTEMBI 3aIlUTHI
nadopmarnmu 1IIkoael B COOTBETCTBHMU C JICHCTBYIOIIMM 3aKOHOJATEIBLCTBOM B 00JACTH
uHpopMalnu, nHHOPMATU3ALNN U 3aIIUTH HH(OPMAIIH, & TAK)KE IPYTHMX HOPMATHBHBIX aKTOB
1o “HGOPMAITMOHHON O€30IaCHOCTH, YTBEPXKACHHBIX OpraHaMy TrOCyJapCTBEHHOM BIIACTH.

[TpunsITEIE MEpBl MHPOPMAITMOHHOW 0E30MACHOCTH HE JIOJDKHBI MPEMSTCTBOBATH JOCTYITY
MIPaBOOXPAHUTEIBHBIX OPTaHOB B MPEIYCMOTPEHHBIX 3aKOHOJIATEIBCTBOM CIydasx K pecypcam
KOHKPETHBIX HH(POPMAIIMOHHBIX cucTeM. Bee monb3oBarenu nHGopMannoHHbIX cucteM [Ikombt
JOJDKHBI HMMETh TpEJCTaBiIeHUE 00 OTBETCTBEHHOCTH 3a TIPABOHAPYIICHHS B 00JacCTH
uHpOpMaLUH.

5.2. CHUCTEMHOCTb.

CucteMHBI TMOAXOJ K IMOCTPOCHHUIO CHCTEMBI 3alUThl MH(DOpPMAIMH B YUPEKICHUU
MpeArnoaraeT ydeT BCEX B3aMMOCBS3aHHBIX, B3aUMOJCHCTBYIOIIMX M HW3MEHSIONIUXCS BO
BPEMEHH 3JIEMEHTOB, YCIOBUH U ()aKTOPOB, 3HAYMMBIX ISl TIOHUMAHUS U PEIICHUS TPOOIEMBI
obecrieuenuss uHbopmarmonHor Oe3omacHoct IlIkomel. Ilpu co3maHWKM CHUCTEMBI 3aIIUTHI
YVYHUTHIBAIOTCS BCe cinaldble u Hanboliee ys3BUMbIC MecTa MH(GOpMaMOHHBIX cucteM LlIkombl, a
TaK)Ke XapakTep, BO3MOKHBIE OOBEKTHI M HAIIPaBJICHUS aTaKk Ha HEE CO CTOPOHBI HAPYIIHUTEICH,
MyTH HECAHKITMOHUPOBAHHOTO JNOCTyMa K mHpopMmarmu. Cructema 3amuThl JOKHA CTPOUTHCS C
Y4ETOM BO3MOKHOCTHU TOSBJICHHS] TPHHIMIHAIBGHO HOBBIX IyTeH pealu3aiud  yrpo3
0€30I1aCHOCTH.

5.3. KoMIeKkCHOCTb.

KoMIutekcHOe HCIONb30BaHHE METOJOB U CPEACTB 3alUThl MHPOPMAIMOHHBIX CHCTEM
MpEAnoaracT COrjlaCcOBaHHOE NPHUMEHEHHE TPOrPAaMMHBIX M TEXHHYECKUX CPEJCTB IIPU
MOCTPOEHUH LIETTIOCTHON CUCTEMBI 3aIUThI, IEPEKPHIBAIOIICH BCE 3HAUYMMBbIC KaHAJIbI PeaIN3allun
yrpo3. 3anmTa J0JDKHA CTPOUTHCS AIICIIOHHPOBaHO. BHENTHSS 3anuTa JOJDKHA 00eCTICUnBaThCS
(U3HYECKUMU CPEJICTBAMU, OPTaHU3AIMOHHBIMU U MIPABOBBIMH MEPaMH.



5.4. HenpepbIBHOCTh 3alIIUTHI.

Jns  obecriedeHHss OSTOrO TPHHIUINA HEOOXOIMMa IIOCTOSIHHAs —OpTaHW3allMOHHAS
(axMUHHCTpaTHBHAs) MOJJAEP)KKAa (CBOEBpEeMEHHass cMeHa M oOecreueHHe MpPaBUIBLHOTO
XpaHCHHs] W TPUMEHEHHWS] HWMEH, TMapoJiel, KiIoded mudpoBaHus, TMepepacupeecHue
nosHoMoumit). ITopsiiok mosrydeHust 1ocTyna K MHPOPMALMOHHBIM PeCcypcaM periaMeHTHPYeTCs
B MHCTpyKUMH TOJB30BaTeNsl, OCYLIECTBISAIONIEr0 00pabOTKy IEpCOHAJIbHBIX JIaHHBIX Ha
00BEKTaX BHIYUCIUTEIBHON TEXHUKH.

5.5. CBOEBpEMEHHOCT.

[Ipenmonaraercss  ynpexiamomuil  xapakrep Mep obecredeHuss HHPOPMAIMOHHON
0€30IacHOCTH, TO €CTh TIOCTAHOBKA 33]1a4 M0 KOMIUIEKCHOM 3a1uTe HHQOPMAINH U peaTu3aliys
Mep oOecreyeHuss 0O€30MAaCHOCTM HMHGPOPMALlMM HA  PAaHHUX CTagusaX  pa3paboOTKH
nH(GOPMaLMOHHBIX cUcTeM. Pa3paboTka CUCTEMBI 3allIUThl BEAETCS MapaJIeNIbHO ¢ pa3paboTKOM
Y pa3BUTHEM CaMOM MOJyIexKallel 3anmre HHPOPMALMOHHONW CUCTEMBI.

5.6. IIpeeMCTBEHHOCTh M COBEPILIEHCTBOBAHHME.

[Ipenmnonaraet MOCTOSHHOE COBEPIIEHCTBOBAHUE MEP U CPEJICTB 3aLUTHI HHPOPMALIUU Ha
OCHOBE TIPEEMCTBEHHOCTH OpPTaHM3AIMOHHBIX M TEXHHYECKHX PpEIICHUH, KaJpOBOTO COCTaBa,
aHanu3a (QyHKIMOHMPOBaHUS MH(OpMaAMOHHBIX cucTeM lllkonbl U cucteM HH(MOPMAIMOHHON
3alIMTHl C YYETOM M3MEHEHHI B METO/aX M CPEJICTBAX IMepexBara MHPOPMAaIUH, HOPMATHBHBIX
TpeGOBaHUH 1O 3aIUTe, JOCTUTHYTOTO OT€YECTBEHHOI0 U 3apy0eKHOTO OMbITa B 3TOM 00JACTH.

5.7. IlepcoHanbHasi OTBETCTBEHHOCTb.

[Ipennonaraer BO3JIOKEHHE OTBETCTBEHHOCTHM 3a o0ecrneyeHHe HH()OPMAIMOHHON
0€30macHOCTH Ha KaXXJOro pabOTHUKA B MpeiesiaX ero MOJTHOMOYHNA. B COOTBETCTBUH C ATHM
NPUHIUIIOM paclpesieieHue MpaB M 005S3aHHOCTeH pPaOOTHHKOB CTPOUTCS TakuM o00Opas3oM,
9TOOBI B Cllydae JIFOOOTO HapyIIEHUS KPYr BHHOBHHKOB OBIT YETKO M3BECTCH WIIM CBEICH K
MUHHMYMY.

5.8. MuHUMU3anys NOJTHOMOYHNH.

[Ipenmonaraer mOpeOCTaBICHHE MOJb30BATEIsIM MHUHUMAJIBHBIX IpaB JOCTyNa B
COOTBETCTBHUM €O CIy’)keOHOW HeoOxomumocthlo. Jloctym kK wuHOpManmuu  JOJKEH
IPEJOCTABIIATECS TOJBKO B TOM Cilydae U 00bEME, eclaM 3TO HeoO0XO0AUMO pabOTHUKY s
BBITIOJTHEHHSI €70 JIOJDKHOCTHBIX 0053aHHOCTEH.

5.9. I'mbkocTh cuctemMbl HH(POPMAITMOHHON 0€30MaCHOCTH.

[IpeanonaraeT cnocoOHOCTh CHUCTEMBI MH(POPMAIIMOHHONW O€30MacHOCTH pearupoBaTh Ha
M3MEHEHUs BHEITHEW Cpe/ibl U YCIOBUN OCYIIECTBICHUS YUpEXICHUEM CBOCH esTenbHOCTH. B
YHCII0 TAKMX U3MEHEHUH BXOJSAT:

- UI3MEHEHMS OPTaHU3AIMOHHON U IITaTHOM CTPYKTYpbI L1IKOMBI;

- U3MEHEHHUE CYIIECTBYIONINX WM BHEAPEHHUE NMPUHIMITAAIEHO HOBBIX MHPOPMAIIMOHHBIX
CHCTEM;

- BBOJI B OKCIUTyaTaI[i0 HOBBIX TEXHUYECKHUX CPEJICTB.

5.10. IIpocToTa NpUMEHEHUS CPEJICTB 3aLIUTHI.

MexaHU3MBI U METO/BI CHCTEMBI 3alIUThI HH()OPMAITUH JTOJKHBI OBITh MOHSTHBI H IPOCTHI
B HUCMOJb30BaHUH. [IpUMEHEHHE CpelcTB M METOJOB 3allUThl HE CBSI3aHO CO 3HAHUEM
CTMCIUAIBHBIX SI3BIKOB  WJIM C  BBHIMIOJIHEHWEM JCWCTBUH, TpeOYIONMX 3HAYUTEIHHBIX
JOTIOJTHUTENBHBIX TPYJ03aTpaT MpU OObIYHOW paboTe 3aperMCTPUPOBAHHBIX IMOJIb30BaTeNe, a
TaKXe He TpeOyeT OT MOJIb30BATEINsI BRITIOTHEHUS! MAJIOTTOHATHBIX €MY OTIepPaITHid.

5.11. OG0CHOBaHHOCTB ¥ TEXHUYECKAs PEAT3yEMOCTb.

[Ipenmomnaraer, 9to WH()OPMAIMOHHBIE TEXHOJIOTHH, TEXHHUUECKHE W TPOTpaMMHBIE
CpeZACTBa, CPEACTBA U MEPHI 3aLIUTHl HH(OPMAIIMK PEATTU3YIOTCS HA COBPEMEHHOM TEXHHUUECKOM
YpOBHE M OOOCHOBAHBI ISl JIOCTHKCHHS 3aJJaHHOTO YPOBHS O€30MacHOCTH HWH(MOpMAIMH U
HKOHOMHYECKON I1e7IeCOO0Pa3HOCTH, a TaKXe COOTBETCTBYIOT YCTaHOBJICHHBIM HOpMaM U
TpeboBaHUAM 110 6€30MacHOCTH NH(pOPMAITUH.



5.12. Cneunanuzanus 1 npopecCuoHaIU3M.

[Ipenmonaraer mnpuBiedYeHHE K pa3pabOTKe CPEACTB U pealu3alMd Mep 3alllUThl
MHPOPMALIMHU CIICIHATM3UPOBAHHBIX OpraHu3aluid, Haubosee MOAroTOBICHHBIX K KOHKPETHOMY
BUJy JESATENBHOCTH MO OOECHEeUeHUI0 0e30MacHOCTH MH()OPMAILMOHHBIX PECYpCOB, UMEIOIINX
OIBIT MPAKTUYECKOI paboThl M TOCYJapCTBEHHYIO JIMIICH3UIO Ha MPAaBO OKa3aHUs YCIYT B 3TOM
obOnactu. Peanmuzanus agMUHHCTPAaTHBHBIX Mep M OKCIUTyaTalusi CpPEACTB  3alllUThI
OCYLIECTBISETCS NMPO(YECCHOHAIBHO MOATOTOBICHHBIMH CIEUATUCTAMU 3aLIUThl HH()OpMAIUH
[xoJbI.

5.13. O6s3aTenbHOCTh KOHTPOJIS.

[Ipenmnonaraer 00s13aTeTbHOCTh U CBOEBPEMEHHOCTH BBISBICHUS M NPECEUEHUS MOIMBITOK
HapyIIEeHHs YCTaHOBJICHHBIX MPaBUI obecrieueHus1 0€30MacHOCTH HH(POPMAITUH.

KoHTponb 3a A€ATENBHOCTBIO JTHOOOT0 IOJIB30BATeNsl, KaXKJIOro CPEeICTBAa 3alllUTHl U B
OTHOLIEHUU JII0O0ro OOBEKTa 3alUThl OCYIIECTBISETCS HA OCHOBE IPUMEHEHHUS CPEJICTB
ONEpPaTUBHOIO  KOHTPOJS W  PETUCTPAllMd U  OXBaThIBaeT CAaHKIIMOHUPOBAaHHBIE W
HECAHKIIMOHMPOBAaHHbIC JCUCTBUS Mosb3oBaTeneil. BoigBiennsle pabGoTtHukamu  LlIkombr
HEJOCTaTKU CHUCTEMBbl 3alIMThl WH(GOPMALUU JOBOJATCS 1O CBEACHHUS HEMOCPEICTBEHHOTO
pykoBojuTens. O CylIecCTBEHHBIX HEOCTaTKax coo0ImaeTcs pykoBoauTesto Kol

6. Mepbl, MeTOaBI U CpeCcTBa o0ecnieyeHUs] HHPOPMALMOHHOI 0€30ITACHOCTH.

6.1. Mepsbl obecrieueHrst ”HPOPMAITMOHHON 6€30MacHOCTH.

6.1.1. 3akoHonarenbHble  (IIpaBOBbIE) Mepbl  obOecriedyeHUs  MH(OPMAIIMOHHON
0e30MacHOCTH K MPaBOBbIM MepaMm oOecrieueHus MUH(DOPMALMOHHONW O€30MacHOCTH OTHOCSTCS
nerctByrome B Poccuiickoir denepanuy 3aKOHOJATENIbHBIE WM WHBIE HOPMATHBHBIE aKThI,
permaMeHTHpyroIMe ImpaBwia oOpamieHuss ¢ uHpopmanuen, 3akperuifollde mpaBa U
00s3aHHOCTH YYaCTHUKOB WH(GOPMAIMOHHBIX OTHOIICHHWN B Tporecce ee o0paboTku u
UCIIOJIb30BaHUs, a TaKXKE YCTaHABIIMBAIOIIME OTBETCTBEHHOCTh 3a HApPYIICHUS ITHX MpPaBUIL.
[IpaBoBbie Mepbl oOecredeHHsT WHQPOPMAIMOHHON O€30MAaCHOCTH  HOCAT YIPEKIAIOIINH,
npoQUIaKTUUECKU  XapakTep H  TpeOyIOT TIOCTOSHHOM pa3bsCHUTENBbHON paboThl ¢
MOJIb30BATEISIMUA U 00CITYKUBAIOIINUM TIEPCOHAIOM WH(POPMAMOHHBIX crcTeM LIIKombI.

6.1.2. TexHomornueckue Mepbl obecrieueHrss HHPOPMAITMOHHOW 0€30MMaCHOCTH K JIAaHHOMY
BUAy Mep olecredeHnuss WHPOPMALMOHHOW OE30MacHOCTH OTHOCSTCA TEXHOJIOTHYECKUE
pelIeHus. U MIPUEeMbl, HaIllpaBJICHHbIE HA YMEHBIIIEHHE BO3MOKHOCTH COBEpPLICHHs paOOTHHUKAMU
OIMMOOK U HAPYIICHUI B paMKaX MPEJIOCTABICHHBIX UM MIPAB U MTOJTHOMOYHIA.

6.1.3. OpranuzanvoHHple (aIMHUHHACTPATUBHBIE) MEphl OOecredeHus: WHPOPMAIIMOHHON

0e30macHOCTH.
OpranuzaimoHHble (aAMUHUCTPATUBHBIEC) Mepbl obecreyeHus] HHPOPMAIIMOHHONW 6€30MacHOCTH
—  3T0 Mepbl  OPraHM3alMOHHOTO  XapakTepa,  PEeriJaMEeHTUPYIOIIME  IPOIECCHI
(GyHKIIMOHUPOBAHUS CUCTEMBI 00paOOTKU JaHHBIX, UCIOJIB30BaHUE €€ PECYpPCOB, NEATEIbHOCTD
00CITy’)KMBAIOIIETO MEpCcoHala, a TaKkKe MOPSAOK B3aMMOACHUCTBHS MOJIH30BATENCH C CHCTEMOM
TakuM 00pa3oM, 4TOObl B HamOOJbIIEH CTENEHU 3aTPYAHUTh WIM UCKIIOYHUTH BO3MOKHOCTD
peanuzanyy yrpo3 O€30MacHOCTH WIM CHHM3MTh pa3Mep MHOTEph B CIy4ae HMX peau3allyH.
OpraHu3aliluOHHBIMU  (aIMUHUCTPATUBHBIMHM) MepaMH obOecredeHus: HHPOPMAIOHHOM
0€301acCHOCTH SIBJISIOTCS:

- pernameHTanus qoctyna B 31anue Kol

- periaMeHTanus JA0MycKa paOOTHUKOB K UCTIOIb30BAHUIO HH(POPMALIMOHHBIX PECYPCOB;

- aHanu3 TpeOOBaHMUU K SJIEMEHTaM CHUCTEeMbl Ha OCHOBE 3asBOK IIOJb30BaTesield Ha
o0ciTyXMBaHUE W MOAM(DHUKAIIIO alllapaTHBIX M MPOTPAMMHEIX PECYPCOB;

- obecrieueHre M KOHTPOJIb (DU3UYECKOM IETOCTHOCTH (HEM3MEHHOCTH KOH(HUTYpAIUH)
CPEICTB BBIUMCITUTEIHLHON TEXHUKH,

- oOyueHue TIOJIb30BATENCH; MAESITETbHOCTh MO OOecrneyeHnro HH()OPMALMOHHON
0E30I1aCHOCTH;



- ycnoBusi 00pabOTKM MH(MOPMAIMOHHBIX PECYpCcOB KOH(HUICHIMAIBHOTO XapakTepa,
OTBETCTBEHHOCTh 3a HAPYIICHHS yCTAHOBIICHHOTO TOPSIKA TOJH30BaHUS HMH(POPMAITMOHHBIMU
pecypcamu kol

6.1.4. ®usngeckue Mepsl odecTieueHnss HHPOPMAITMOHHON O€30TTaCHOCTH.

@dusnyeckre Mepbsl obecrieueHUs WHGPOPMAIMOHHOM 0€30IMacHOCTH OCHOBaHBI Ha
NPUMEHEHUH MEXaHWYECKHUX, OJCKTPOHHBIX WM D3JCKTPOHHO-MEXaHUYECKUX YCTPOMCTB,
CMELUAIBHO MPEJHA3HAYCHHBIX JUIS CO3/1aHusl (PU3NYECKHUX MPETATCTBUM Ha BO3MOMKHBIX MYTIX
MPOHUKHOBEHUS M JIOCTyIa IMOTEHIMAJIBHBIX HApYIIUTENEH K AJIeMeHTaM WH()OPMAaIMOHHBIX
CHCTEM M 3alHIaeMoil UH(OpMaIHH.

6.1.5. Texauueckue Mepsl ooecrieueHusi THHOPMAITMOHHON O€30MTaCHOCTH.

TexHuueckue (ammapaTHO-MPOTpaMMHBIE) Mepbl oOecrieuyeHHs  HMH()OPMAITMOHHON
0€30macHOCTH OCHOBaHBl HAa WCIIOJNB30BAaHUM DJIEKTPOHHBIX YCTPOHCTB M  CIICIHATBHBIX
IporpaMM M BBINOJHSIOMIMX (CAMOCTOSITEIBHO WM B KOMIUIEKCE C JPYTMMH CPEICTBAMU)
GyHKIUM 3alIUTHl (MASHTUQUKAUI0 W ayTeHTU(UKALMIO T0JIb30BaTeNell, pasrpaHuyeHue
JOCTyIa K pecypcaM, perucTpaliio COObITHIA, KpUNTorpadhuyeckoe 3aKpbITue HHPOPMALIUH).

7. OcobennocT 00padoTkyn nHGOpMANMH, COAepIKaLIeil NEPCOHATbHbIC JAaHHBIE.

7.1. Bce nepconanbHble AaHHbIe cyObekTa LLIKombl ciemyeT nony4ars y HEro caMoro (Juist
oOyuaromuxcs IIkonel oT poauTenell — 3aKOHHBIX —TpeacTaBuTeneil). Eciam nepcoHanbHbIe
JAaHHbIE BO3MOXKHO IMOJYYUTh TOJBKO y TPEThEH CTOPOHBI, TO CYOBEKT MEPCOHATBHBIX JAHHBIX
JOJDKEH OBITh YBEJOMIJIEH 00 3TOM 3apaHee M OT HEero JOJDKHO OBbITh MOJYYEHO NMHUCHhMEHHOE
coryacue.

HomkHocTHOe nuno LKoibl AOKHO COOOIIUTH CYOBEKTY MEPCOHATIBHBIX JIAHHBIX O
LesIX,

MPEroiIaraéMbIX HCTOYHMKAX W CHOCOo0axX IMONy4eHHUs MEPCOHANbHBIX MaHHBIX, a TaKXkKe O
Xapakrepe
nojuiexamux noxydeHuro I1J[ u mocnmencTBUsSX OTKa3za JaTh NMHUCBMEHHOE COTJIaCHe Ha WX
MOJTy4eHUeE.

7.2. YuypexIeHne HE HMEET IpaBa IOJydyaTb M 00padaThiBaTh JaHHBIE CyOBEKTa
MEPCOHANBHBIX JaHHBIX O €ro pacoBOil, HAIMOHAJIHHOW MPHUHAJICKHOCTH, MOJUTHUYECKUX
B3IJIAJ1aX, PEIUTHO3HBIX MK (GUITIOCOPCKUX yOSKICHUAX, COCTOSIHUN 3J0POBbS, YACTHOM JKHU3HU.
B ciydasx, HemocpeCTBEHHO CBSI3aHHBIX C BOIIPOCAMU TPYJOBBIX OTHOIICHUN, B COOTBETCTBUU
co cr. 24 Koncrurymun Poccuiickoii ®enepaumu paboromaTens BIpaBe IMOJIydaTb U
o0OpabaThIBaTh JaHHBIE O YACTHOM XKM3HU paOOTHUKA TOJIBKO C €r0 MUCbMEHHOTO COTJIacHsl.

7.3. CyObeKT mepcOHANbHBIX JAaHHBIX  CAMOCTOSATENIFHO TPUHUMAET pEUICHHE O
MIPEIOCTaBIICHUU CBOUX MEPCOHANBHBIX JAHHBIX U Ja€T corjiacue Ha UX o0padoTKy.

7.4. O0paboTka yKa3aHHBIX JaHHBIX BO3MOKHA 0€3 €ro coryiacusi B COOTBETCTBHUHU CO CT.O
®enepanbHbiM 3ak0HOM OT 27.07.2006 Nel152 «O nepcoHanbHbBIX JaHHBIX).

7.5. Cornacue Ha 00pabOTKY IMEPCOHATBHBIX JaHHBIX O(OPMIIIETCS B MMCHbMEHHOM BHJIE.

7.6. IlucbmenHoe coriacue Ha 0O0paOOTKY CBOMX IEPCOHANBHBIX MTaHHBIX  JOJHKHO

BKJIIOYATh B ceOsi:
- ¢damunuo, UMs, OTYECTBO, aJpec CyObeKTa MEepPCOHAIbHBIX ITaHHBIX, HOMEP OCHOBHOTO
JIOKYMEHTA, YJOCTOBEPSIOIIETr0 €ro JINYHOCTh, CBEACHHUS O JIaTe BBIJAYU YKa3aHHOTO JIOKyMEHTa
U BBIJABIIEM €ro opraHe; HauMeHoBaHue ((aMuIMIO, UMS, OTYECTBO) U aJpec omeparopa,
MOJTyYAIOIEro coryiacue CyOBheKTa MEePCOHANBHBIX JAHHBIX; LEIh O0paOOTKH MEePCOHATBHBIX
JAHHBIX; [IepeUeHb MEePCOHANBHBIX JaHHBIX, HA 00pabOTKy KOTOPBIX JAETCs coryiacue cyObeKTa
NIEPCOHANBHBIX JAHHBIX; MIEPEUCHb JICHCTBUI C MEPCOHATIBHBIX JaHHBIX HA COBEPIICHUE KOTOPBIX
JaeTcs corjache, oOIee ONUCaHUE KCIONb3yEeMbIX ONEpaTopoM CIOcO00B 00pabOTKH
MEPCOHATBHBIX JaHHBIX; CPOK, B TEUEHUE KOTOPOTO JCHCTBYET COTacue, a TAKKe MOPSI0K ero
OT3bIBA.

7.7. Cornacue Ha 00pabOTKy MEPCOHAIBHBIX JaHHBIX MOXET OBITh OTO3BAHO CYOBEKTOM
MEPCOHAIBHBIX JaHHBIX I10 MMCbMEHHOMY 3anpocy Ha ums qupekropa Ilkosnsr.



7.8. CyObeKT NepCOHANbHBIX JaHHBIX  HMEeT MpaBO Ha NOJy4YCHUE Cciexyromei
nH(pOopMaLnu:

- CBEACHUA O JIMIAX, KOTOPHIE UMEIOT JOCTYN K MEPCOHAIBHBIM JAHHBIM WM KOTOPBIM
MOJKET OBITh MPEIOCTABIIEH TaAKOW JOCTYII; epeyeHb 00pabaThIBa€MbIX MEPCOHATBHBIX JTaHHBIX
U MCTOYHUK UX MOJYYEHHUS; CPOKH OOpaOOTKU MEPCOHANBHBIX JAHHBIX, B TOM YHCIE CPOKH HX
XpaHEeHUS;

- CBEICHUS O TOM, Kakue IOpUIMYECKHE MOCIEICTBUS Uil CyObeKTa MepCOHAIBHBIX
JAHHBIX MOJXKET MOBJIEYb 32 cO00M 00paboTKa ero NepCcoOHaNbHBIX JAHHBIX.

7.9. CyOBeKT nepcoHadbHBIX JaHHBIX BIIpaBe TPeOOBATH OT ONEpaTOpa YTOUYHEHHs CBOMX
MEePCOHAIBHBIX JAHHBIX, UX OJOKHMPOBAHUS WM YHUYTOXKEHUS B Cllydae, €ClH MEepPCOHAIbHBIX
JAHHBIX SBJSIOTCS HEMOJHBIMM, YCTapEBIIMMH, HEAOCTOBEPHBIMH, HE3AKOHHO IOJyYE€HHBIMH
WJTU HE SBJISIOTCS HEOOXOIUMBIMU JJIS 3asBJICHHOM 1€ 00pabOTKH.

7.10. CBemeHusi O MEPCOHAIBHBIX JAHHBIX JOJDKHBI OBITH MPEAOCTABICHBI CYOBEKTY
MEePCOHAIBHBIX JAHHBIX OMNEpPaTOPOM B JIOCTYMHOM (hopMe, U B HUX HE JIOJKHBI COJEPKAThCS B
NEPCOHAIBHBIX JAHHBIX, OTHOCSIIUECS K JPYTUM CyObEKTaM MepCOHATBHBIX TaHHbIX.

7.11. Jloctym K CBOMM TNI€PCOHAJIBHBIM JAaHHBIM MIPEIOCTaBIsAETCS  CyOBEKTYy
NIEPCOHAIBHBIX JaHHBIX WM €r0 3aKOHHOMY IIPEICTaBUTENIO ONEPATOPOM IpHU TMOIYYEHHH
MMCHbMEHHOTO 3ampoca CyObeKTa MEepCOHAIBHBIX JAaHHBIX WJIM €ro 3aKOHHOTO MpeACTaBUTEINS.
[TucbMeHHBI 3ampoc JOJKeH ObITh ajapecoBaH Ha UM aupekTtopa Ilkomsl  wmum
YHOJHOMOYEHHOTO PYKOBOAUTENIEM JIUIIO.

7.12. CyObexT B mpaBe O0XaJoBaTh B YIOJHOMOYEHHBIH OpraH IO 3allUTEe IIpaB
CyOBEKTOB MEPCOHABHBIX JTAHHBIX WU B CyA€OHOM MOpSAKE HEMpPaBOMEpHbIEC NEHCTBUS WIH
0e3/1eficTBHA MePCOHANBHBIX JaHHBIX JOJDKHOCTHBIX JUIl LIIKobl mpu 00paboTKe U 3aIuTe ero
MEePCOHAIBHBIX JaHHbBIX.

8. O0s13aHHOCTH ¥ NPaBa A0JKHOCTHBIX JIUII.

8.1. pykoBoaurtens I[lIkombl opraHm3yer pabOTy MO TOCTPOSHUIO CHCTEMBI 3allUTHI
MH(POPMALIMOHHON cUCTeMBL. B wacTHOCTH:

- Ha3HayaeT OTBETCTBEHHOIO 3a OpraHu3aldio 3alluThl HHQOpPMALMKM U3 YHUCIa
coTpyaHUKOB [IIkoJBI;

- YTBEp)KJaeT KpyT JIUI], UMEIOIIMNX JOCTYN K 3alluiiaeMod MHQOpMalMKu U MOPSAOK MX
paboTsI;

- YTBEP)KIAeT KOMIUJIEKT JOKYMEHTOB, ONPEACSIONIMX MOJIUTUKY B OTHOIICHUH 3allUThI
nHpOpMAIIMKM B YUYPEKACHHUU, a TakKe JIOKAIBbHBIE AaKThl, YCTAHABIMBAIOIIUX MPOIEAYPHI,
HaIpaBJIEHHbIE HA IPEJOTBPAIICHNE U BbISIBICHUE HAPYIICHUI 3aKoHOAaTeNbCTBa PD.

8.2. OTBETCTBEHHBIH 32 3aIIUTy WH(POPMAIIUH:

- pa3palaThIBaeT OpraHU3alMOHHO-PACTIOPSAUTEIbHBIE JOKYMEHTHI IO BOIPOCAM 3alllUThI
uHpopManuu npu e€ 00paboTKe ¢ MOMOIIBbIO HH(OPMAIIMOHHON CUCTEMBI;

- KOHTPOJIUPYET HCIIOIHEHNE MPUKA30B U PACHOPSHKEHUN BBIIIECTOAIUX OpraHU3aIfi Mo
BOMpocaM oOecredeHns: 6e30MacHOCTH HHPOPMALINY;

- obecnieynBaeT 3amuTy HHGOPMAIINH, IIUPKYIUPYIOIIEH Ha 00beKTax HHPOPMATH3AINH;

- TPOBOJUT CHUCTEMATHUECKUI KOHTPOJIb pabOThl CHCTEM 3alluThl HMH(OpPMAIHH,
MPUMEHSIEMbIX B HH(OpPMAIIMOHHOW cHCTEMEe, a TakKKe 3a BBIIOJHEHHEM KOMIUIeKca
OpPTraHMU3AIMOHHBIX MEPONPUATUI TI0 0OecTiedeHnI0 0e30MacHOCTH HHPOPMAITUH;

- MPOBOJUT UHCTPYKTAX MOJIb30BaTeNIel HHPOPMAIIMOHHON CUCTEMBI;

- KOHTPOJHMPYET BBINOJIHEHHE AaJMUHHCTPATOPOM  HMH(POPMALMOHHOW  CHCTEMBI
00s13aHHOCTEH 110 0OecTieueHnI0 (PYHKITMOHMUPOBAHUS CUCTEM 3aIIUThl HHGOpMaIK (HaCTporKa
U COINpPOBOXKJCHHWE IMOJCUCTEMBl YIPABJICHUS JOCTYIIOM IIOJIb30BaTeNs K 3allUIIAacMbIM
MH(GOPMALIMOHHBIM pecypcaM HH()OPMALMOHHONW CHUCTEMbl, aHTUBHPYCHAs 3allUTa, PEe3epBHOE
KOIHMPOBAHUE IaHHBIX U T.1.);



- KOHTPOJIUPYET MOPAJOK yuéTa M XpaHEHHs MAIIMHHBIX HOCHTENEeH KOH(HUICHIMATIHLHON
uHbopMaluy;

- ydacTByeT B pa0oTax 1O BHECEHHI0O M3MEHEHHH B ammapaTHO-NMPOrPaMMHYIO
KOH(UTypaluo HHPOPMAIIHOHHON CUCTEMBI;

- OINpeAesnseT MOPAJOK M OCYIIECTBISET KOHTPOJIb PEMOHTA CPEACTB BBIUMCIUTEIBHON
TEXHHMKH, BXOASIIUX B COCTaB HHPOPMAIIIOHHOM CHCTEMBI;

- TPHUHUMAET Mepbl 10 ONEPAaTUBHOMY WM3MEHEHMIO MAposied IpHU YBOJBHEHHWU WIIU
MepeMEeICHIHN COTPYAHUKOB, UIMEBIIUX JOMYCK K HH()OPMALIMOHHON CUCTEME;

- TpeOyeT yCTpaHEHUs BBIABICHHBIX HAPYUICHUH M HEJOCTATKOB, JaeT 00s3aTeNbHbIC IS
UCIIOJTHEHUSI yKa3aHUs [0 BOMpOcaM OOECTHeueHUs] MOJIOKEHUH MHCTPYKLIHUHA 10 3aluTe
uHpOpMalny;

- TpebyeT oOT pabOTHUKOB TPEJCTABJICHUS IHCbMEHHBIX OOBSCHEHHH 1O (dakTam
HapyleHUs pekuMa KOH(PUISHIINATBHOCTH;

- B Cllydyae BBISBJICHMSI MONBITOK HECAaHKIMOHHPOBAHHOIO JIOCTyHa K MH(GOpMalUU WIH
MIOTBITOK XUIIEHUS, KOTMPOBAaHUs, U3MEHEHUS, HE3aMEITUTEIIbHO IPUHUMAET MEPBI IPECEUEHUS
U J0KJaabIBaeT pykoBoauTento [Ikonsr;

- 00 UMeroIuXcsa HeJ0CTaTKaX M BBIABICHHBIX HApYIICHUSX TPeOOBaHUI HOPMATUBHBIX U
PYKOBOJSIIMX JIOKYMEHTOB IO 3allUuTe HH(GOpMalUU, a TakXe B YCTAHOBJIEHHBIE CPOKHU
MOJTrOTABIMBACT HEOOXOIUMYIO OTYETHYIO JOKYMEHTAIMI0O O COCTOSHUHM pPa0OT IO 3aliuTe
nH(popMaluu.

8.3. HecooTBeTcTBHE Mep YCTAHOBJICHHBIM TpeOOBAHUSAM WJIM HOpPMaM IO 3aIIUTE
uH(popMalny, SBISETCS HapyLICHUEM U BJICYET afMUHUCTPATUBHOE HaKa3aHHUE OTBETCTBEHHBIX
JIUI] B COOTBETCTBHUHU C 3aKOHOJATENBCTBOM PD.

IX. 3akarounTebHbIC MOJOKEeHHUS.

9.1. IlonoxkeHre BCTyNaeT B CHIIy ¢ MOMEHTA €ro YTBEPKICHHUS.

9.2. TlonoxxeHue SBIsETCS  JIOKAJbHBIM aKkTOM oOpaszoBaTenbHoro Ilkomnbl. Baecenue
M3MeHeHUH U nonojgHeHu B [TonoxkeHne ocymecTBIseTCs B MOPSAIKE €ro IPUHATHUS.

9.3. Hacrosmee [lonoxkeHne MOXeET OBITh H3MEHEHO (IOMOJHEHO) JIOKAIbHBIM aKTOM
obpazoBarensHOTO LIIKOITEI.



